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DIAGNOSIS OF LINK FAILURES IN A NETWORK 

The present invention relates to the diagnosis of link failures in a network. 

There are various standard protocols for operation of a network. We will be 
describing an arrangement which uses Ethernet m the gigabit range (protocol IEEE 
803.2 - lOOOBASE-X), although the principle may be applied to other protocols. 

As is well known, lOOOBASE-X networks operate on optical fibre full duplex links. 
Under the IEEE Standard 802.3, two devices when initiating communication with one 
another across a network ("handshaking") allow the devices to exchange information 
about their abilities. At its simplest, it is necessary for the two devices to be aware of 
the level (eg speed) of protocol at which they each operate so as to chose the highest 
speed protocol common to each of them. This process which involves the exchange 
of "pages" of information with each other, and which is referred to as auto-neeotiation 
thus provides automatic speed matching for devices which are capable of operating at 
a variety of speeds in accordance with a variety of protocols. 

Link failures may happen in a network at any time and various proposals have been 
made to determine the cause of such link failures. However, there is a particular 
problem in a special circumstance as follows. When a manufacturer designs a new 
component to operate in such a network in accordance with a pre-determined 
protocol, it is sometimes found that there are problems whereby the new component 
does not link properly with the reminder of the network. Two matters can make 
identification of a problem more difl5cuit. The device never connects properly and 
the protocol is a new one. 

The diflBculty in this particular case is that one has little experience to determine what 
the problem might be, particularly if the link does not start or simply goes down. 
Examples of link failure are: 
loss of light; 

bit/word alignment failure; 
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loss of synchronisation during auto-negotiation; 
auto-negotiation protocol hang during base page exchange; 
auto-negotiation protocol hang during next page exchange; 
auto-negotiation protocol (repeated) restart due to' link partner initiating a 
"break link". 

Jn copper or optical fibre links, the management interface to the PHY. device (physical 
layer) provides minimal visibility of link failures. So far as the interface is concerned, 
the link is either *^up"\ or "down" or f was down but has since. come up", ..Testing one 
manufacturer's products ability to co-operate wdth another competitor's .products 
using the relevant protocol can render it diflScult to isolate faults when failure occurs. 

There are networks analysers which can be purchased, which offer link diagnostic 
capabilities, but such device do not usually exist in the early stages of a new protocol, 
for example gigabit Ethernet. Also such devices do not necessarily reflect the true 
state . of the link nodes. There is a particular problem in understanding auto- 
negotiation breakdown. 

A preferred embodiment of the invention will now be described by way of example 
only and with reference to the accompanying drawings in which:- . 

-Figure 1 is; a diagrammatic yieiy of a network containing, a plurality of devices and in 
particular a device under test to test its compatibility with other devices, 
Figure 2 is a diagram of the physical layers of two of the devices, including said 
device under test, linked to one another, and 

Figure 3 is a simple flow chart of the sequence of operations carried out by the device 
and/or the software to identify and diagnose link failure. 

Figure 1 is a diagrammatic view of a network. The network is shown at 27, and it 
attached to a known device B having registers 23 as will be described later. A 
network management systerii is provided at 21, and there is provided software 25 
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which may be provided' on the management system 21. The software 25 passes 
signals to a visual display unit 26! 

A new device A is connected to the known device B and also to the management 
system 21. In use the management system receives signals from the new device A, 
the known device B and the remainder of the network 27 and utilises the software 25 
via line 22, the software 25 providing a suitable output for the visual display unit 26. 

Figure 2 illustrates the Open System "Interconnection (0 SI) model for the relevant 
parts of the: communication ports one each - of the two devices A and B. As is well 
known, each layer of the OSI model performs a specific data communication task and 
there will be communication between the corresponding layers of the two devices. 
The relevant information passes down the stack of layers down to the physical layer 
which in this case is the fibre optic 20. 

As is clear,- device A is drawn in the substantially standard manner of a seven layer 
OSI model, the bottom three layers of which are of significance in the present 
application and comprise the physical layer Al, the MAC (Media Access Controller), 
data link A2 and the IP layer A3. Device B is similar but it should be noted that the 
physical layer in' device-B is sub divided into layers B 1.1, B 1,2, B 1.3, B1.4. 

■ 

Thus in layer Bl.l there may be provided signal 4^tector logic, in layer Bl .2 comma 
alignment and receive synchronisation, in B 1.3 there may be a bit error counter, and 
in layer B1.4 there may be provided the auto negotiation state machine which deals 
with the exchange of one or more pages of information between the two devices, 
handles link restarts by the link partner, and reports the link state and hangs. 

As is well known, where a device is a managed device, it will conventionally contain 
a semi-conduaor device 21 which holds a so-called device manager, the device 
manager monitoring the status of a link and data passing along the link. As is clear 
from Figure 2 and in line with Figure 1, the network management device 21 passes 
the information relating to the status of the link to the software 25 which then 
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suggests solution to the problems found. The network manager 21 receives 
information from Bl.l relating to signal detect failure, from B1.2 with respect to loss 
of synchronisation indications, from B1.3 a bit error count, and from B1.4 information 
regarding link restart reasons, base page exchange progress, and idle exchange in 
progress. In a practical arrangement, however, the device manager interrogates a 
series of status registers which v^ll store the information relating to these various 
functions. 

It will be noted that with respect to device A, the arrangement is a normal 
arrangement in which the physical layer Al simply provides information stating 
whether the link state is up or down or was up and in now down. 

Referring to Figure 3, the software 25 is adapted to carry out the following functions. 

Thus, the software will, on receiving a signal from the network manager 21 via link 
22, interrogate the registers indicated at 23 in the device B. The software includes 
routines which are able to analyse the information from the registers 23, and to pass 
signals to VDU 26 to display thereon a message including a suggested course of 
action to overcome the problem. 

Thus, for example, detecting from the relevant register that there has been a signal 
failure would cause the software in the computer 25 to indicate on the VDU 26 that 
there is a physical- link failure and suggest checking for a break , in the fibre or poor 
connection at either end. 

Thus the software 25 in the network manager 21 operates as - shown in Figure 3. 
When the management system detects a link failure or other fault (step 31), this is 
passed from the network manager 21 along link 22 to computer 25 which in step 32 
checks and downloads the contents of at least some of the various registers. In a sub- 
routine, the information from the first register is then checked against a pre- 
determined standard in step 33 to determine whether it indicates an error. If the error 
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is indicated by the information in the first register, then in step 34 a suitable message 
is passed to the VDU 26 to display a proposed course of action in step 35, 

If, however, the information in the first register does not indicate an error, then the 
software passes to the second step and looks at the information fi-om the second 
register and if after carrying out a sub routine the soflrware determines that that 
register contains error information in step 36, in step 37 a suitable message is passed 
to the VDU for display. 

Figure 2 only , indicates, consideration of in^ a first and second register 

in steps 33 and 36 but clearly there may be provided a number of other steps for 
considering information fi-om other registers. If after consideration of the information 
from all of the registers a fault cannot be determined then in step 38 the VDU is 
instructed to display a message indicating that there is an unknown error. 

Figure 3 shows the process at its simplest. Each step 33, 36 includes a sub routine 
which compares the relevant information from the register with known parameters; 
fiirthermore the soflrware may provide a more intelligent answer in the sense that it 
may also review the contents of more than one register simultaneously since a 
particular type of fault may cause an error signal to be provided in more than one 
register:.. ' : ' :v/;I-v .: , v \ . 

' The invention is not restricted to the details, of the -foregoing- example. > ^ - ■ 
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